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Project description 

This project is designed to give a hand to people who work in the kitchen such as, people 
working in the kitchens of grand hotels, where the matter of temperature and heat turns out to 
be essential. They have giant refrigerators, freezers, huge kitchen, and a couple of storage to be 
taken care of. 

To make sure that each section is being in an appropriate situation and the systems are 
functioning correctly, this project is designed to monitor a system to prevent any damage that 
might happen to these workers.  

In this system, there exists a temperature and humidity sensor, the information which is 
receiving from the environment will be sent out through a Wi-Fi module to a web server, the 
web server will store the data. The user can access theses information from a website. There is 
also the feature of setting temperature of humidity limit so that the website can give the user 
some information about the history of the status and also email the user if any change accrued 
that went below the limit. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Data base 
Here is the ERD design of this system: 

 

Software 
Webserver 
Webserver of this project is developed using Laravel PHP framework. 

There were 2 controllers in this project, in this directory: 

senior project\webserver\iot\app\Http\Controllers 

 

System controller contains following functions: 

Sign up 

Method Name: 
 

Signup 



Sign in 

Type: 
 

POST 

Address: 
 

/api/v1/signup 

Parameters: username(required, unique) 
password(required) 
email(required,should be valid email,unique) 
name(optional,  maximum 30 chars) 

Response if params validation fails: 
Response status code:400 

{ 
    "success": "false", 
    "messages": { 
        Error messages 
    } 
} 
Sample: 
{ 
    "success": "false", 
    "messages": { 
        "username": [ 
            "The username field is required." 
        ], 
        "password": [ 
            "The password field is required." 
        ], 
        "email": [ 
            "The email field is required." 
        ] 
    } 
} 

Success response: 
Response status code:200 

{ 
    "success": "true", 
    "message": "Signup successful", 
    "token": token 
} 

Method Name: 
 

Signin 

Type: 
 

POST 

Address: 
 

/api/v1/signin 

Parameters: username(required) 
password(required) 



Edit system information 

Response if params validation fails: 
Response status code:400 

{ 
    "success": "false", 
    "messages": { 
        Error messages 
    } 
} 
Sample: 
{ 
    "success": "false", 
    "messages": { 
        "username": [ 
            "The username field is required." 
        ], 
        "password": [ 
            "The password field is required." 
        ] 
    } 
} 

Success response: 
Response status code:200 

{ 
    "success": "true", 
    "message": "Login successful", 
    "token": token, 
    "system_info": { 
        "id": id, 
        "username": username , 
        "email": email, 
        "location": location, 
        "name": name, 
        "temp_min": minimum temperature, 
        "temp_max": maximum temperature, 
        "humidity_min": minimum humidity, 
        "humidity_max": maximum humidity 
    } 
} 

Method Name: 
 

edit_system_information 

Type: 
 

POST 

Address: 
 

/api/v1/editSystemInformation 
 

Parameters: token(required) 
name(optional) 
email(required,  should be valid email 
min_temp(required) 
max_temp(required) 



Data controller contains following function: 

Add new data 

min_humidity(required) 
max_humidity(required)   

Response if params validation fails: 
Response status code:400 

{ 
    "success": "false", 
    "messages": { 
        Error messages 
    } 
} 
Sample: 
{ 
    "success": "false", 
    "messages": { 
        "token": [ 
            "The token field is required." 
        ], 
        "email": [ 
            "The email field is required." 
        ], 
        "min_temp": [ 
            "The min temp field is required." 
        ], 
        "max_temp": [ 
            "The max temp field is required." 
        ], 
        "min_humidity": [ 
            "The min humidity field is required." 
        ], 
        "max_humidity": [ 
            "The max humidity field is required." 
        ] 
    } 
} 

Success response: 
Response status code:200 

{ 
    "success": "true", 
    "message": "system info updated" 
} 

Method Name: 
 

new_data 

Type: 
 

POST 

Address: 
 

/api/v1/ new_data 



Retrieve temp 

Parameters: token(required) 
data(required) 
type(required) 

Response if params validation fails: 
Response status code:400 

{ 
    "success": "false", 
    "messages": { 
        Error messages 
    } 
} 
Sample: 
{ 
    "success": "false", 
    "messages": { 
        "token": [ 
            "The token field is required." 
        ], 
        "type": [ 
            "The type field is required." 
        ], 
        "data": [ 
            "The data field is required." 
        ] 
    } 
} 

Success response: 
Response status code:200 

{ 
    "success": "true", 
    "message": "adding data was successful." 
} 

Method Name: 
 

retrieve_temp 

Type: 
 

POST 

Address: 
 

/api/v1/ retrieve_temp 

Parameters: token(required) 

Response if params validation fails: 
Response status code:400 

{ 
    "success": "false", 
    "messages": { 
        Error messages 
    } 
} 
Sample: 
{ 



Retrieve humidity 

    "success": "false", 
    "messages": { 
        "token": [ 
            "The token field is required." 
        ] 
    } 
} 

Success response: 
Response status code:200 

{ 
    "success": "true", 
    "temps": [ 
        { 
            "id": 1, 
            "systems_id": 4, 
            "type": "temp", 
            "data": "23", 
            "date": "2018-02-16 17:46:16" 
        }, 
        { 
            "id": 60, 
            "systems_id": 4, 
            "type": "temp", 
            "data": "27.70", 
            "date": "2018-02-27 00:17:19" 
        }, 
          …. 
} 

Method Name: 
 

retrieve_humidity 

Type: 
 

POST 

Address: 
 

/api/v1/ retrieve_humidity 

Parameters: token(required) 

Response if params validation fails: 
Response status code:400 

{ 
    "success": "false", 
    "messages": { 
        Error messages 
    } 
} 
Sample: 
{ 
    "success": "false", 
    "messages": { 
        "token": [ 



Retrieve data 

            "The token field is required." 
        ] 
    } 
} 

Success response: 
Response status code:200 

{ 
    "success": "true", 
    "humidity": [ 
        { 
            "id": 3, 
            "systems_id": 4, 
            "type": "humidity", 
            "data": "45", 
            "date": "2018-02-16 17:46:16" 
        }, 
        { 
            "id": 4, 
            "systems_id": 4, 
            "type": "humidity", 
            "data": "23", 
            "date": "2018-02-16 17:46:16" 
        }, 
        … 
} 

Method Name: 
 

retrieve_data 

Type: 
 

POST 

Address: 
 

/api/v1/ retrieve_data 

Parameters: token(required) 

Response if params validation fails: 
Response status code:400 

{ 
    "success": "false", 
    "messages": { 
        Error messages 
    } 
} 
Sample: 
{ 
    "success": "false", 
    "messages": { 
        "token": [ 
            "The token field is required." 



api.php 
this file which is located at in routes/api.php contains set of mapping routes between the method we 
call and the actual method name that has been used in the code itself. Here is the api.php for this 
project. 

        ] 
    } 
} 

Success response: 
Response status code:200 

{ 
    "success": "true", 
    "data": [ 
        { 
            "id": 1, 
            "systems_id": 4, 
            "type": "temp", 
            "data": "23", 
            "date": "2018-02-16 17:46:16" 
        }, 
        { 
            "id": 3, 
            "systems_id": 4, 
            "type": "humidity", 
            "data": "45", 
            "date": "2018-02-16 17:46:16" 
        }, 
        { 
            "id": 4, 
            "systems_id": 4, 
            "type": "humidity", 
            "data": "23", 
            "date": "2018-02-16 17:46:16" 
        }, 
       … 
       ] 
} 



 

This webserver is now on an actual server with the domain name of: http://mrzarei.ir/ 
you can send your requests with postman to check these functions using Postman1. 

Here is an example of testing the new_data function. 

 

                                                           
1 Postman is a powerful HTTP client for testing web services. Created by Abhinav Asthana, a programmer and 
designer based in Bangalore, India, Postman makes it easy to test, develop and document APIs by allowing users to 
quickly put together both simple and complex HTTP requests.[1] 



Headers of this request was set like this: 

 

Now that everything is tested and is working alright on the webserver, we start coding the website. 

 Min and max of humidity and temperature 

As it was mentiond in the project description this system can have some features about controlling it. 

Four limits can be set in this project: 

- Minimum temperature 
- Maximum temperature 
- Minimum humidity 
- Maximum humidity 

Each time a new data is added, it is checked whether it is in the given range or not. If it was out of range 
the system will automatically email the user about this change. Here is the code of this feature: 

 

An email is created for this purpose: iot.system.mail@gmail.com 

Here is the email sample that this system sends: 



   

Website 
The website of this System is developed using CodeIgniter PHP framework. 

For connecting with the webserver, guzzle 2was installed on CodeIgniter. Guzzle was installed and used 
with the instruction that were given in the Lynda course which is titled CONSUMING RESTFUL APIS IN 
PHP WITH GUZZLE. 

 

This is how to install this library. This photo is from the tutorial that I just mentioned. 

Back-end 
The controller of CodeIgniter is located at \application\controllers. 

Here are this system controllers: 

 Login 
 Dashboard 
 EditInfo 

In this project I finished the back-end and front-end with just html, after everything worked fine I 
worked on front-end to make it look better. 

In Login Controlller a form valicaiton exists to controlll the inputs of this form, and give the proper error 
if anything went wrong. 

                                                           
2 Guzzle is a PHP HTTP client that makes it easy to send HTTP requests and trivial to integrate with web services. ... 
Middleware system allows you to augment and compose client behavior.[2] 



 

The website can work on localhost and It works when Xamp3 is working: 

                                                           
3 XAMPP stands for Cross-Platform (X), Apache (A), MariaDB (M), PHP (P) and Perl (P). It is a simple, lightweight 
Apache distribution that makes it extremely easy for developers to create a local web server for testing and 
deployment purposes.[3] 



 

The project would work if it is placed in the htdocs directory of xamp. 

Here how I requested to login to server in this controller: 



 

 

As it was explained earlier I userd guzzle library for making request to the API. Username and password 
that was received from the input is being send to the webserver. And if it responds, a session is created. 
And then the user is redirecting to Dashboard controller. 

Here is dashboard controller’s functions: 



 

 Index function 
this function shows the system information and it is also a notification center. If any 
temperature of humidity were out of the range that system was limited to. A notification is 
shown in this section. This data is shown in dashboard_view. 

 temerature_chart 
This function shows the temperatures of this system in a chart form. 

 temerature_table 
This function shows the temperature of this system in a table form. 

 humidity_chart 
This function shows the humidity of this system in a chart form. 

 humidity_table 
This function shows the humidity of this system in a humidity table. 

 Logout 
This function clears the user session and redirect the user to Login controller. 



Front-end 
The front-end of this system is mainly designed with bootstrap4. login and dashboard template was 
directly downloaded from the internet form the [5],[6] resources. 
I changed these templates to use in my own project. 

Every front end contain CSS, JavaScript, jQuery, … files. These files of the project is located at: /assets 

 

This project includes following views: 

 login_view.php 

 

                                                           
4 Bootstrap is a free and open-source front-end library for designing websites and web applications. It contains 
HTML- and CSS-based design templates for typography, forms, buttons, navigation and other ...[4] 



 dashboard_view.php 

 
 chart_temp_view.php 

 



 table_temp.php 

 
 chart_hum_view.php 

 



 table_hum.php 

 
 edit_info_view.php 

 

Logging out did not have its own view, but in every page of the dashboard in the right corner in the 
upper side, user have this ability to logout, and after clicking this will be shown to the user: 



 

 

 

Hardware 
The hardware of this system is nodemcu5. Here is the image[7] of this board: 

  

 

                                                           
5 NodeMCU is an open source IoT platform. It includes firmware which runs on the ESP8266 Wi-Fi SoC from 
Espressif Systems, and hardware which is based on the ESP-12 module.[7] 



To code this board we first need to have the arduino IDE. 

 

Here is how this IDE looks like when you open it: 



 

When we first download this IDE nodemcu is not in the board lists to choose. So we need to install it 
ourselfves. 

This is the github link to Arduino core for ESP8266 WiFi chip: https://github.com/esp8266/Arduino 

With following the instruction that was given in this link esp8266 was installed. Now we can choose this 
board form tools>board. 



 

The sensor that we use in this project is DHT22. Here is a photo[8] of it: 

 

With the use of a breadbord, we can design our hardware. Here is the photo of this IOT system:  



 

 

Orange wire connects the vcc of DHT22 to the vcc of nodemcu. 
Blue wire connects the ground of DHT22 to the ground of nodemcu. 
Grey wire connects the data of DHT22 to to the GPIO 01 of nodemcu. 
10k resistor is connecting the data and VCC of DHT22. 

In order to read the data from DHT22 we need to add its library to the Arduino IDE. 

In Arduino IDE> sketch > include library > manage library  



 

This window opend: 

 

Search for DHT22, and as you can see I have already installed it. 

In the setup part of the code: 



  

We create to a WiFi connection and connect to a WiFi that has internet. 

In the loop part, we read data from the DHT and send it to the werbserver. 

 



 

After reading the data from DHT. We send it to webserver with a post request. 

This delay at the end of the code indicates how often this data should be send to the server. 
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